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I. Introduction 

The term internal controls has a variety of definitions. But generally speaking, internal 

controls is a process designed to provide reasonable assurance concerning the achievement of 

specific aims in effectiveness and efficiency of operations, relability of financial reporting and 

compliance with laws and regulations. Internal controls protects an organization. It also helps 

the organization to meet its targets. Internal controls is critical, since it minimizes the risks, 

protects assets, guarantees the accuracy of records and provides the motivation to staff to follow 

corporate policies (Michigan Technological University, 2021). 

Today, internal controls has been adopted and applied in both the public and private 

sectors. Therefore, the internal controls system is one of the main components of enterprises 

rather than being an extra application added to the organizations. Undoubtedly, internal controls 

system should be implemented when businesses are first established and should be improved 

gradually. The existence of an internal controls system has very positive results in a business. 

For this reason, the internal controls system is developing and progressing day by day in today's 

business world. (Sabuncu, 2017). 

Still, the distinction between internal controls and internal auditing is clear. Although 

many definitions also exist for the internal auditing, one of them is widely accepted. According 

to the Institute of Internal Auditors (IIA), internal auditing is an independent, objective 

assurance and consulting activity designed to add value and improve an organization’s 

operations. It assists an organization to reach its objectives by bringing a systematic, disciplined 

approach to evaluate and develop the effectiveness of risk management, control and governance 

processes (IIA, 2021). 

Covid-19, which manifested itself in 2019, has affected human life in every way, 

especially in health, education and business. During this period, many restrictions were imposed 

on the whole world. In this study, it is discussed what kind of regulations and changes the 

Covid-19 epidemic brought to the internal controls system. Controls in businesses are very 

important and critical.  

This paper argues that, internal controls is being reshaped and taking on a different 

character in the Covid-19 era. Controlling the operations, ensuring the reliabilities, running 

auditing and evaluating the risks via remote work include very comprehensive efforts. In this 

context, how to make the remote work effective and the advantages/disadvantages of the recent 
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internal controls applications in the Covid-19 era are discussed. Finally, although the internal 

controls and internal auditing are not identical, specific implications are also made for the 

internal auditing since internal controls and internal auditing are interconnected. 

  

II. Covid-19  

The global epidemic, called Covid-19, was first observed on December 31, 2019 in 

Wuhan, China. This virus, which has certain symptoms such as high fever and dry cough, was 

named an official pandemic in March 2020 due to its contagiousness (Dong, Du and Gardner, 

2020). In order not to be exposed to the Covid-19 epidemic, social distancing should be 

maintained in crowded environments. In addition, it is necessary to pay attention to ensuring 

hygiene, healthy living and nutrition, making sports, sleeping regular and adequate. At the same 

time, members of the society need to be vaccinated for sure. If the mentioned points are paid 

attention to, the rate of not getting the disease or getting over the disease easily increases 

(Cortegiani et. al., 2020). 

Integration to the transformation process and adapting to this new era because of Covid-

19 cause financial and moral difficulties for organizations and individuals. A serious excess of 

demand for the institutions of health sector was observed. During the Covid-19 period, internet 

usage increased tremendously as well. However, the service provided by carrier service was 

quite interrupted. Also, there have been great difficulties in business continuity. Cyber security 

activities came to the spotlight and socialization in the business life decreased. According to 

the Association of Certified Fraud Examiners’ (ACFE) “Fraud in the Wake of Covid-19: 

Benchmarking Report”, remote work in many cases improves staff productivity as it gives 

people more time to spend with their families. However it was also mentioned by the report 

that, fight against fraud has now changed in the Covid-19 era (ACFE, 2020; Ernst&Young 

Turkey, 2020). 

Based on the research of Kızıl, Muzır and Akman (2021), Covid-19 is also the source 

of devastating financial and economic problems. Several companies are shutting down and 

going to bankruptcy because of the Covid-19. The mentioned issue also initiates unemployment 

and instability all over the world. The developed countries with higher funds are able to better 

support their citizens and businesses compared to developing and underdeveloped countries. 

All countries implement different measures to eliminate the numereous negative effects of 

Covid-19, which has undesired reflections on many sectors such as the health, education, 

tourism, food & beverages and manufacturing industries. Covid-19 in fact has further impacts 

and it may be a new arena of financial fraud. Citiziens and governments must pay extra attention 

to new types of financial fraud observed as a result of the Covid-19. Moreover, additional and 

new measures are a must such as awareness and training on the matter. Emerging financial 

fraud tied to information technologies (IT) require special attention. Companies as well as 

governments must run their internal controls and internal auditing mechanisms efficiently for 

preventing the negative consequences and financial fraud arising as a result of the Covid-19 

(Kızıl, Muzır and Akman, 2021). 

It is predicted that the negative effects of the Covid-19 era on the economy will continue 

in the long term. In the face of this threat, the need for internal controls is increasing. It is now 

understood and recognized by a large audience that internal controls is actually very necessary 



(Taştemel, 2021). Definitely, Covid-19 has positive effects on the economy as well. Thus, it is 

logical to state that the Covid-19 has both positive and negative impacts to society and 

businesses. As an example, it is recently discovered that Covid-19 has both positive and 

negative impacts on youth sleep as well as quality of life (Healio, 2021). Concering another 

example, it drives digitalization of companies and public organizations (Subramaniam et. al., 

2021). Moreover, Covid-19 enables people to buy products and services, pay bills and carry out 

activities like teaching without ever leaving their home places. On the opposite side, Covid-19 

causes poverty, restrictions in access to food products, food security problems, social protection 

difficulties and unemployment (World Health Organization - WHO, 2020). Plus, it leads to 

factory shutdowns, education problems, supply chain weaknesses, more burden and violence 

on women and children, drops in international trade and foreign direct investment (FDI), which 

require leadership, foresight, innovation, finance, collaboration, global solidarity and 

cooperation (United Nations - UN, 2020). 

 

III. Internal Controls   

According to The Committee of Sponsoring Organizations of the Treadway 

Commission (COSO), internal controls is a process performed by the board of directors, 

managers and other personnel of a business to provide reasonable assurance in achieving firm’s 

objectives in terms of controls, effectiveness and efficiency of business operations, reliability 

of financial reporting and compliance with laws and regulations (COSO, 2013; 

KnowledgeLeader, 2020). 

The internal controls system is an absolutely essential element for organizations in 

today's business world. In addition, some organizational issues make the establishment of an 

internal controls system mandatory. For example, factors such as inconsistencies in the 

accounting records of any business, errors and deficiencies in the accounting records, the failure 

of the business to achieve its goals, the need to take measures to prevent possible risks of the 

company also lay the groundwork for the establishment of the internal controls system. Through 

internal controls, important issues such as financial reporting reliability, legal compliance, 

auditability in transactions, transparency and efficiency of operations are ensured. Many 

questions such as whether institutions have achieved their objectives, if institutions can achieve 

their objectives, through which activities, and why institutions cannot achieve their objectives, 

are answered by the mentioned internal control activities (Aksoy, 2007).  

Internal controls adopts the principles of asset protection, accounting reliability, 

compliance, efficiency and reaching the determined targets as its objectives. When the 

determined objectives are not achieved, the business is faced  with both economic and non-

economic problems. At the same time, wrong decisions are made in the decision making phase, 

which affects the company very negatively (Memiş, 2006).  

 There are five components of an internal control system, which are indicated below: 

(Rhode Island Office of Internal Audit, 2021) 

a) The Control Evironment: This establishes the basics and background for an internal 

controls system. It also contains the overall attitude and actions of management 

concerning the significance of controls in their organization. Internal controls has a high 

probability to function well if management considers that those controls are significant 



and communicates the mentioned perspective to all personnel at every level (Pickett, 

2010). 

It is evident that, the attitude and actions of management concerning the significance of 

controls in their organization were observed much clearly and intensively though the Covid-19 

era compared to the previous terms. Internal controls were assigned even more importance. 

Also, the mentioned attitudes and actions of management were reflected and trasmitted to the 

employees in all levels. Thus, it can be indicated that the awareness increased in terms of the 

control environment in Covid-19 era. It is favorable that businesses are aware of the effects of 

Covid-19 on the control environment and they take precautions.  

b) Risk Assessment: A risk is anything which endangers the achievement of a target. The 

risk assessment process is utilized to determine, analyze and manage the possible risks 

which could hinder or avoid an organization from achieving its aims. Risk goes up 

through a period of change. As an example, turnover in employees, fast growth, or 

providing new services can be listed at that point. Other possible high risk factors can 

be listed as complex programs or operations, cash receipts, direct third party 

beneficiaries, and previous problems (Deloitte, 2021). 

By carrying out the risk assessment element at regular intervals during the Covid-19 

period, it was possible to predict what dangers await in the face of the suddenly emerging and 

rapidly developing epidemic. At the same time, thanks to the risk assessment element, it was 

possible to take early measures against the epidemic in material and moral terms. Thus, it had 

been possible to eliminate possible risks that may prevent the business from reaching its 

determined targets during the change period that emerged with Covid-19. Businesses must 

always determine new risks arising in the Covid-19 era. It is evident that new policies and 

practices must be put in place to cover Covid-19 risks. For example, virtual business model, 

telework policies, monitoring remote security events, auditing virtual operations methodology, 

cloud operations controls, teleworking risks assessment, telework management and employee 

responsibilities, digital tranformation methodology, policy and implemenation plan are some 

of the most eye-catching new policies and practices that must be put in place to cover Covid-

19 risks (International Labour Organization - ILO, 2020; PWC, 2021; The Brookings 

Institution, 2020). 

c) Internal Control Activities: Internal control activities are applied in almost every step of 

the enterprise. They include controls that are important for the business for purposes 

such as detecting and preventing problems of businesses, ensuring that they carry out 

the right activities and directing them. Policies are determined in line with these 

purposes. Internal control activies include the policies, procedures, and the 

organizational structure of an organization. Organizations set up policies and procedures 

to make sure that identified risks do not avoid an organization from reaching it aims. 

Clearly determined activities keep risks at the lowest levels and maintain effectiveness. 

Internal control activities can be both preventive and detective. Internal control activies 

are a must in every organization, but they must never be used excessively. The reason 

is that, this will create bureaucracy and decrease the productivity (University of 

Washington, 2021). 

With the implementation of control activities within the enterprise during the Covid-19 

period, the situations that may cause health problems could be detected more easily. At the 



same time, the way to be followed according to these health problems was determined. In the 

Covid-19 era, it had also been the case for businesses to create and publish new policies through 

control activities. Thus, it had been possible for businesses to achieve their goals, keep their 

risks at a minimum and ensure efficiency during the Covid-19 period. By the help of control 

activities, the difficulties encountered in the Covid-19 period could be solved. In addition, 

businesses were recommended to develop in the direction of digitalization. 

d) Information and Communication: Concerning this component, it is aimed to provide 

reliable information in every department of the enterprise. Therefore, all transactions 

are recorded. At the same time, these transactions are organized in such a way that they 

can be classified and presented as a report. In this way, transactions can be easily 

monitored. The information flow in the enterprise must be reliable and suitable for use. 

Also, the information needs to be communicated to those who need it in the business. 

For example, it is imperative that the managers in the enterprise clearly inform the 

personnel about their duties and responsibilities and communicate in this direction. 

Personnel should contact business managers about the potential problems. In addition, 

it is essential that the flow of information be carried out both with the internal and 

external stakeholders of the enterprise (Nyakarimi and Karwirwa, 2015). 

During the Covid-19 period, there were a number of problems as information flow and 

communication did not occur face-to-face in businesses. In addition, providing information 

flow and communication by methods such as e-mail, video and teleconference had enabled 

more records to be kept. Thus, benefits were also provided in terms of internal controls. Also, 

the sudden transition to distance education and remote work had caused disruption of 

information and communication networks. Therefore, more transparent information and more 

effective communication were recommended during the Covid-19 period. 

e) Monitoring: By the help of monitoring component, it is determined whether the 

enterprises reach their goals or not. At the same time, it is aimed that businesses can 

adapt to differentiating situations. It is also determined in which areas there are 

deficiencies in the enterprises. It is not enough to establish an internal controls system 

in enterprises. At the same time, it is necessary to monitor the adequacy and correct 

functioning of the established internal controls system at regular intervals. Furthermore, 

business management should make sure that previously experienced problems are 

resolved and corrected. These problems can be related to improper design and execution 

of internal controls, unachievement of operations objectives, unrealiable financial 

statements, compliance issues with laws and regulations, inefficient risk management, 

faulty realization of control activities and other planned actions, unfavorable department 

evaluations, internal audits and periodic evaluations (University of California Los 

Angeles - UCLA, 2021). 

In the Covid-19 period, it has become more difficult for businesses to reach their goals 

compared to previous periods. As an example, cost increases, inflation, supply chain issues, 

changes to sale models, need for new offerings, rapid changes in consumer behavior and influx 

of competitiors from different industries make it even more difficult for particular businesses 

to reach their goals compared to former terms (McKinsey&Company, 2020). Financial 

fragility, low liqudity, decreasing cash, increasing debts and forecasting errors also make things 

harder for specific sectors (Bartik et. al., 2020). Credit crunches, currency volatility, 



uncertainties and problems in technology adoption cause companies to reach their goals harder 

as well (The World Bank, 2021). It is also observed that, firms with unadequate human capital, 

low creativity and flexibility as well as insufficient innovation skills face great difficulties to 

meet their targets compared to past periods (Gurchiek, 2020). Besides, it is indicated that 

organizations which can not manage customer stress, optimize their remote coaching, use 

collaboration tools, do effective budgeting and provide a good customer service experience 

significant difficulties to reach their goals (Dixon, McKenna and La O, 2020). For this reason, 

businesses have attached greater importance to monitoring activities within the scope of internal 

controls. The Covid-19 period is an interval that includes differentiation and fluctuations. 

Therefore, monitoring activities has an important function in this period. In addition, 

monitoring activities have provided a great advantage in detecting the deficiencies and 

weaknesses in the business during the Covid-19 period. With the monitoring activities, it is 

possible to monitor sudden and rapidly progressing negativities such as crises or the Covid-19 

outbreak. It is recommended that monitoring activities be carried out more frequently during 

the Covid-19 period. Thus, measures can be taken before problems progress. 

 

IV. Internal Controls Implementations in the Covid-19 Era 

Epidemics affect human life in health, education and economics adversely in almost 

every direction. However, since the current situation within the businesses is based on practices 

such as internal controls and internal audit, new policies have been determined and the effects 

of negative situations have been minimized. Risk reduction is one of these policies (Başağaoğlu, 

Uçar ve Ahmet, 2015). 

It was undeniable that there would be economic problems waiting for businesses during 

the Covid-19 era. By the help of risk assessment element of internal controls; social distancing, 

distance education, remote working, excess demand for institutions connected to the health 

sector, inventory of food and basic needs, restriction of non-essential expenditures and other 

restrictions could be foreseen in advance. Therefore, thanks to the risk assessment factor of 

internal controls, economic crisis and adverse events could be predicted. In this direction, it has 

become easier to prevent risks via taking precautions. In addition, other elements of internal 

controls have also contributed greatly to taking precautions and development. Thus, the 

importance of internal control practices has emerged again (Turan and Çelikyay, 2020). 

Risk assessment is carried out with the internal control system, and after the measures taken, 

improvement operations are carried out. Because, no matter how strong the infrastructure of an 

enterprise is, subordinates and superiors in the enterprise can be affected psychologically during 

the epidemic and motivation may decrease (Papadopoulou and Papadopoulou, 2020). It is 

control activities that will eliminate such problems. During the Covid-19 period, a balance 

should be established between getting used to the new order in some issues and returning to the 

old order in a controlled manner in specific issues. Undoubtedly, internal controls is very 

important at this point (OECD, 2020). 

Risk assessment considerations based on previous outbreaks, the swine flu case and Covid-

19 outbreak are as follows: (Aven and Renn, 2018) 

 Institutions' risk estimation or definition in the face of uncertain situations 

 Ensuring parallelism in the decision-making process for the institution 



 Determining the management style according to the current situation or crisis by acting 

in moderation 

 Awareness in the process of exposure to risk 

 Communication 

 Ensuring transparency for auditability 

Countries that have been able to maintain their risk and crisis management effectively have 

been able to stand stronger against the Covid-19 outbreak. It has become easier for them to 

overcome economic difficulties. Outbreaks are now described as a disaster and disasters need 

to be prepared in advance (Akman, Eraraslan and Kızıl, 2020; Akman and Kızıl, 2020). 

Countries where risk management is not given enough attention were caught unprepared 

for the Covid-19 epidemic, which caused loss of life and property. It is very difficult to deal 

with both the economic crisis and health problems. The time factor is important and critical in 

the implementation of internal controls. If measures that are not taken on time or early are taken 

after facing adverse situations, they cannot be expected to be effective and efficient for 

businesses. For this reason, it is not easy for businesses or countries to recover after being 

caught unprepared for the virus (Turan and Çelikyay, 2020). 

The use of e-internal controls, e-audit, e-ledger, e-invoice, e-archive, e-declaration and 

electronic document management system applications has increased during the Covid-19 

period. The e-internal controls system has become popular in public and private institutions 

during the Covid-19 period, both because it provides ease of use and since it provides savings. 

It is also foreseen that the e-internal controls system will be used more in the future. Because, 

according to the observations, the e-internal controls system has increased personnel 

productivity during the Covid-19 period. Thanks to the e-internal controls system, information 

and communication flow between the managers and employees was also ensured effectively 

(Tektüfekçi, 2017).  

After all activities are handled with the e-internal controls system, they become subject 

to internal and external (indepedent) auditing (Şen and Sağlar, 2020). During the pandemic 

period, operating activities, auditing operations and internal controls could be carried out 

remotely in certain cases. But, in order for remote auditing to be preferable, businesses must 

first have a solid internal audit and internal controls system (Powers and Bannen, 2020). After 

the e-internal controls system was established, the information reported in the internal controls 

could be audited online thanks to the e-internal auditing system (Teeter ve Vasarhelyi, 2011). 

Artificial intelligence, internet of things (IOTs), big data, cloud storage, telefonferencing, 

encrypted data sharing platforms, continuous controls and auditing, auditing 4.0, agile auditing, 

on site remote auditing, off site remote auditing, drone supported auditing and virtual auditing 

are some of the eye-catching concepts related to internal controls and auditing which have 

increased their significance during the Covid-19 era (Yıldız and Ağdeniz, 2019; ISO&IAF, 

2020; Appelbaum et.al.., 2020). 

It is seen that COVID-19 has a wide-ranging economic impact on the accounting, 

auditing and internal control structures of businesses, directly and indirectly (Grant Thornton, 

2020). During COVID-19, the application of new audit techniques in obtaining data in the audit 

field, the determination of business risks and internal controls level due to the uncertainties 

experienced, the consideration of matters such as materiality, ethical principles and 



independence, and human health have become important in the field of accounting, auditing 

and internal controls (International Federation of Accountants - IFAC, 2020a). 

Inadequate internal controls and difficulties in obtaining the necessary audit findings 

may raise some debate about the quality of audit and financial reports in the future. In addition, 

these negative situations can create an environment for the emergence of some irregularities in 

businesses and create various opportunities for employees. The fraud triangle can be noted as 

this point. For this reason, external (independent) auditors who examine the financial statements 

of businesses during and after the COVID-19 period are required to consider these issues due 

to the concept of professional skepticism. Also, the auditor should maintain professional 

skepticism when considering alternative work and performing alternative audit procedures due 

to changes in the company's internal controls (Poole, 2020).  

The auditor should also make an audit plan in accordance with Covid-19.  Moreover, 

the auditor should collect enough verifiable evidence from alternative methods in a way that 

minimizes the audit risk. The insufficient functioning of the internal control systems of the 

enterprise caused by the pandemic in this period should be considered here (Arnold, 2020). 

Analytical and process tests are required to understand how the employees operate the 

transactions and to determine whether the controls are adequately designed and effective. Due 

to the remote work of employees during the Covid-19 period, the control environment and risks 

of enterprises may have changed compared to previous periods. In this context, within the 

framework of the newly formed control environment and risks, it should first be evaluated 

whether the internal control activities of the enterprise are suitable to be carried out remotely. 

For this purpose, it is essential that auditors and businesses have the right technological 

infrastructure. If the right technological infrastructure is not available, it will not be possible to 

carry out the audit effectively.  

In addition, managers should disclose and report on all material impacts of Covid-19 in 

financial reporting and related financial statement disclosures (Deloitte, 2020). In this context, 

it is necessary for external auditors to prepare the audit plan, taking into account the misuse of 

assets of the enterprises and the possibility of fraud in financial reports. These are all crticially 

important (Demirkol and Kızıl, 2021). 

Due to the problems experienced in obtaining audit evidence during the COVID-19 era 

and the insufficient level of internal controls in enterprises, it is possible that there is a doubt 

about the quality of the financial statements prepared after the audit. However, it is stated that 

auditors take conservative measures during the global economic crisis by applying more audit 

techniques, not only by increasing their tendency to express qualifed reports, but also by 

expanding their audit efforts (Xu et al., 2013). 

 

V. Conclusion 

The Covid-19 pandemic, affecting the lives of individuals first in the healthcare and 

then in all areas of social and economic life, has created an unprecedented level of uncertainty 

about the economy, future earnings, and many other inputs that represent key elements of 

financial reporting. The measures taken against the Covid-19 pandemic, which was seen all 

over the world in 2020, had a significant impact on daily and economic life. Due to its economic 



consequences, this issue has affected financial reporting, the field of internal controls, auditing 

and work of professional accountants. 

In the first place, each business should evaluate its specific situation, and if Covid-19 

has affected them economically, it should ensure that the economic impact is well reported so 

that stakeholders can make the right decision. Due to the curfews, flexible working methods, 

intercity travel and social distance rules implemented to control the pandemic, the auditors had 

problems in obtaining sufficient audit evidence to form the audit opinion. In this context, 

auditors need to apply different audit evidence collection methods in order to form an audit 

opinion. At the same time, due to the uncertainties experienced in this period, it is necessary to 

evaluate the possible effects of uncertainties during the preparation of financial reports. 

Finally, the Covid-19 pandemic still affects the whole world. This epidemic has led to 

individualization and alienation from social environments. Many businesses have had to 

continue their activities remotely and this is in fact the case for them currently. One of the most 

critical elements for businesses is internal controls. With internal controls, it is possible to 

protect the assets of the enterprises and to analyze the strengths and weaknesses. Conducting 

business activities online during the Covid-19 period has brought the issue of cyber security to 

the fore. Because of this situation, internal controls is also being reshaped and attracts attention. 

In addition to these, it is very important in the current period to deal with the problems caused 

and expected to cause by the Covid-19 epidemic in detail and subject them to a risk assessment. 

Currently, the long-term course and effects of Covid-19 are also discussed. In particular, the 

measures and the steps to be taken against the possible negative effects of Covid-19 should be 

planned. The internal controls system, which is very important to some experts for the 

development of businesses, protection of assets, and management and training of employees, 

has become more developed and reliable during the Covid-19 period. The continuous 

development of the internal controls system against different crises that may occur in the future, 

even after the Covid-19 period, will offer great benefits to businesses. 
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