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ABSTRACT

The Covid-19 epidemic is going on as a serious health problem and threat. Indeed, it is also a 
devastating financial and economic problem. Unfortunately, the Covid-19 epidemic is causing many 
firms to shut down and go out of business. This triggers unemployment and instability in countries all 
over the World. The developed countries armed with higher funds are able to better support their 
citizens and businesses compared to developing and underdeveloped countries. All countries 
implement different measures to eliminate the several negative effects of Covid-19 epidemic, which 
has undesired reflections on numerous sectors such as the health, education, tourism, food & 
beverages and manufacturing industries. This paper argues that, the Covid-19 epidemic in fact has 
deeper reflections and it may be a new arena of financial fraud. Based on this research, citizens and 
governments must be extra careful about the new types of financial fraud observed as a result of the 
Covid-19 epidemic. Also, additional and new measures are needed such as awareness and training on
the subject. Especially, emerging financial fraud related to information technologies (IT) require
special attention. This article suggests that, firms as well as governments must operate their internal 
controls and internal auditing mechanisms efficiently in order to prevent the negative consequences 
and financial fraud arising as a result of the Covid-19 epidemic. Emerging new types of financial fraud 
in the Covid-19 epidemic era and recommendations to minimize their negative effects are discussed.
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I. Introduction

The economic impact of the Covid-19 epidemic is so severe that, some authorities argue it is
more devastating than the 1929 economic depression. Financial deficit and no economic growth or 
economic shrinkage in several countries support this arguement. Also, it is still not clear when the 
economies will recover and get back 

Covid-19 epidemic showed that, savings is crucial for unexpected economic issues. Also, 
transparancy is a must for efficient economic and financial management. Liqudity and keeping 
reserves are not only important for businesses, but they are also significant for the countries as a well 
from an accounting and financial perspective. (Susam, 2020).

Through the history, several accounting and financial scandals were experienced, which are 
still remembered today. Enron, Worldcom, Parmalat, Tyco, Xerox are just some portion of the long 
list of these scandals. On the other hand, the Covid-19 epidemic adds a new dimension to the financial 
fraud concept since the practices are new and unorthodox (Ayalp, 2019).

In the recent years, internal audit and internal controls are gaining more importance.
Compared to previous periods, firms now make huge investments to establish strong internal audit and 

The same definitely applies for the governments. The current situation concerned with the Covid-19 
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epidemic indicates that, a higher attention will need to be given to internal audit and internal controls. 
This is especially true considering that, some emerging financial fraud related to the Covid-19
epidemic abuse information technologies (IT) vulnerabilities. Higher investments will be needed on 
the private and public sector sides in terms of human capital and structural capital (KPMG, 2020).

It is should be noted that, the difficult economic scenario caused by the Covid-19 epidemic is 
also forcing businesses and governments to continue operations as the leading and major aim. Some 
firms go downsizing and decrease their number of employees. Personnel working with shifts is 
observed both in the private and public sectors. This situation is risky, since internal audit and internal 
controls may not be the main agenda and focus point of several institutions right now. In other words, 
fighting frauds may not be a priority for numerous organizations. Budgets for non-essential activities 
can be delayed as well. Unfortunately, that creates an additional playground for fraudsters. Job cuts 
and fewer working hours which is equivalent to lower wages can also create an incentive for financial 
fraud, considering the tough situation of employees (Deloitte, 2021).

Financial fraud is observed the most during crises and instable economic conditions, when 
people are under stress and pressure. Furthermore, tough economic conditions and crises lead 
fraudsters to rationalize their fraud as well as considering it to be logical. Specific acts which are 
known to be unethical can be considered as normal during crises and economic turbulance. The fact 
that investments for employee training on ethics, internal controls and internal audit are also limited 
during crises and difficult economic periods caused by the Covid-19 epidemic makes everything 
harder (PWC, 2021).

II. Literature Review

Karpoff stated that, new fraud innovations are observed. Also, the Covid-19 epidemic causes 
economic shutdowns and decreases in organizational capital, which increase possibility of fraud in the 
following years. However, the technological advances and ethical awareness would reduce fraud
events in general for the coming years (Karpoff, 2021).

Gupta et. al. mentioned that, fraud is a big barrier for company growth. The Covid-19 
epidemic brought new challanges in terms of higher potential fraud. A leading fraud related to the 
Covid-19 epidemic is observed in the insurance sector. Based on research findings, the month on 
month rate of fraudulent cases is tighly related to month on month rate of COVID-19 cases (Gupta et. 
al., 2021).

Lallie et. al. emphasized that, the Covid-19 epidemic created a new and unique set of cyber-
crimes. Based on study findings, even three or four unique cyber-crimes can be observed in a single 
day today since the start of Covid-19 epidemic in China. The United Kingdom (UK) was chosen as the 
location of case study for this research (Lellie et. al., 2021).

Hoffman underlined the fact that, individuals have become much more isolated and alone 
since the start of Covid-19 epidemic. Financial institutions and federal agencies report that, fraud 
attempts have tripled through the Covid-19 era compared to previous years. The banks are one of the 
major targets of fraudsters. Thus, banks decided to take further steps and measures to protect 
themselves against fraud observed through the Covid-19 period (Hoffman, 2021).

-19 epidemic will still continue even 
after the pandemic is completely over. That will apply to every country all over the world according to
the study. Today, the global powerful actors try to minimize the negative effects of Covid-19 

an, 2020).

d that, the COVID-19 epidemic has a serious negative effect 
on the working conditions of migrant work force. Unskilled migrant workers are often not included to 
national COVID-19 policy responses like wage subsidies, unemployment benefits or social security 
and social protection measures. Moreover, access to COVID-19 testing or medical treatment is 
generally limited for unskilled migrant workers. Thus, the negative effects of Covid-19 epidemic are 
tremendous
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explained that, the Covid-19 epidemic created a serious economic 
fluctuation in the world. As a result, the existing umeployment problem across the global has reached 
to new levels. Passive techniques to avoid the unemployment problem through Covid-19 epidemic like 
incentives, benefits, aids and unemployment insurance are not permanent answers. Solutions focused 
on the long-run are needed. Also, healthy and safe working environments are a leading requirement for 
the employees. This factor would continue its significance even after the post-Covid-19 era (Akman 

III. Emerging New Types of Financial Fraud

The Covid-19 epidemic created several emerging new types of financial fraud. One of them is 
scam e-mails. Fraudsters send such e-mails and indicate that, individual receiving the e-mail has 
financial aid transferred to his bank account. The mentioned e-mails usually include attachments 
which contain virus and

Another common group identied as fraudsters are credit card skimmers. It is a know fact that, 
individuals prefer to shop online more now compared to previous periods before the Covid-19
epidemic era. More sectors move online and e-commerce sales increase as well. Thus, attacks against 
e-commerce websites are also observed (Sucuri, 2021).

Software vulnerbalities are also more common now as a result of the Covid-19 epidemic. 
Since artificial intelligence (AI), machine learning, robotic process automation, and other task 
automation tools are now much more popular, fraud related to software vulnerbalities would continue 
to be observed (Sucuri, 2021).

Economic conditions of individuals are also hurt because of the Covid-19 epidemic, so 
definitely people are looking for new employment opportunies and ways of earning money. Cyrpto 
currencies come to the scene at this point. Particular websites are hacked for server resources to mine 
cryptocurrencies. Financial fraud related to cyrpto currency stock markets are also observed just as the 
case of Thodex in Turkey (Cnnturk, 2021).

Phishing is also increasing through the Covid-19 epidemic era. Hacked websites sometimes 
host phishing websites which copy or emaluate famous and well know brands with the intention of 
stealing personal information. Definitely, critical financial information are also gathered by the 
fraudsters (Sucuri, 2021).

Hackers related to financial fraud also direct individuals to download Covid-19 software. 
However, these software actually include malware, which steal personal and financial data. Wordpress 
pages and websites are also abused for financial fraud (Sucuri, 2021).

Plus, some crimals visit households by stating that they are authorized by the government for 
sterilization operations against the Covid-19 epidemic. This false statement creates an environment of 
theft in households. That is one of the techniques observed lately, which harms individuals.

Production, marketing and sale of fake Covid-19 medications, vaccine, masks and test kids are 
another threat. Some fraudsters demand money from individuals by stating that one of their family 
members is currently hospitalized as a result of Covid-19. Additionally crimals introduce themselves 
as representatives of specific national/international health organizations, and then retrieve the personal 
as well as financial information of citizens. They even demand donations in certain situations. 
Furthermore, some incidents show that, even some distance education software are specifically 
developed and sold with the motivation of gathering personal as well as financial information. 
Besides, crimals also falsely inform investors by providing them the names of artificial companies and 
claiming that their values in the stock exchange will increase in the near future because they are in the 
process of developing new and better Covid-19 vaccine. Likewise, fraudsters present themselves as 
government officials and claim on the phone that citizens qualify for a tax amnesty, tax relief or 
incentive
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IV. Results and Recommendations

Although new fraud techniques emerge through the Covid-19 pandemic era, protection and 
elimination ways exist both for individuals, private sector and the public sector. The governments 
must be keen on to educate and train citizens with television programs, SMS messages and the
internet. This would create general awareness about new types of fraud continuously related to the 
Covid-19 epidemic. Also, both the public sector and private sector should organize online training 
sessions.

Moreover, using strong passwords, taking advantage of multi-factor authentication, keeping 
software updated with the latest security patches and benefiting from web application firewall are 
other effective measures to protect against information technology (IT) based and Covid-19 related 
attacks.

Citizens must make sure that companies, shops, websites, social media accounts and e-mail 
addresses related to medical supplies are not fake. In addition, the Turkish Ministry of Health, 
specialist doctors and health personnel should be consulted about medicines, vaccines, test kits and 
protective masks.

Regarding counterfeit phones from Covid-19 fraudsters, the officialness and accuracy of the 
relevant phone numbers should definitely be checked. Information such as personal and credit card 
data should never be shared with third parties in person, by phone or e-mail. The attachments of e-
mails where their accuracy is not guaranteed should not be opened and downloaded. It should be 
evaluated whether company names, website addresses and e-mail addresses are duplicate or similar 
names.

Finally, one should be careful about the distance education, meeting, seminar and conference 
software used. It must be noted that, free software can be more dangerous. Anti-virus software should 
be available against threatening e-mails, pop-up advertisements and mobile phone applications. 
Fraudsters who present themselves as government officials and claim on the phone that citizens
qualify for a tax amnesty, tax relief or incentive should not be trusted. Financial threats and frauds 
should be prevented by various methods by the government, and the public should be informed and 
made conscious.
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